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Abstract: Risk management is a central pillar of modern banking, serving market-driven objec-
tives, regulatory requirements aimed at safeguarding financial stability and national security
alike. Within this framework, operational risk (OpRisk) represents one of the four major risk types
alongside credit, market, and liquidity risk. This paper examines how German banks can quan-
tify OpRisk for the purpose of economic risk-bearing capacity as an element of national securi-
ty. Building on regulatory foundations such as MaRisk and the Basel framework, two key data
sources are emphasized: historical loss databases and forward-looking risk assessments. Their
combined use allows banks to capture both past events and potential future risks. For quantifica-
tion, the loss distribution approach is applied, separating frequency and severity distributions and
aggregating them through Monte Carlo simulation to derive a comprehensive loss distribution.
Additional structuring into business lines and event categories enables granular modelling and
the incorporation of dependencies through correlation assumptions. The study illustrates an exem-
plary, though widely established, methodology that provides banks with a statistically sound basis
for determining Value-at-Risk at a 99.9% confidence level and integrating it into risk-bearing
capacity calculations. While variations in implementation remain, the model demonstrates how
quantitative methods can strengthen operational resilience and contribute to systemic stability as
well as national security.
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INTRODUCTION

Risk management is an integral part of business operations for banks today. However, from
a bank’s perspective, the motivation for risk management is not exclusively intrinsic in nature,
but can be divided into two aspects. From a market-driven perspective, risk management plays a
supporting role in corporate management and in achieving objectives, as mentioned above. From
aregulatory and legal perspective, however, there are also requirements that serve to protect credi-
tors and the entire financial system (Strau3 2008, p. 34). The financial system is based on financial
stability, so to speak. Financial stability refers to a state in which the financial system can smoothly
fulfil its core functions, e.g. lending and payment transactions. Such a system not only prevents
financial crises, but is also directly linked to national security. National security strategies usually
even include the resilience of the financial sector. Therefore, it can be argued that national security
also depends significantly on efficient and resilient operational risk management in banks, since it
also needs financial security and a resilient financial system.

The last financial crisis in 2008 clearly showed that deficits in the operational risk manage-
ment of individual actors or banks are sufficient to cause insolvencies. Conversely, these insolven-
cies or financial difficulties can result in a chain action that, as in the past, affects the stability of
the financial system. Although such crises are unlikely to repeat themselves completely identically,
similar effects are also imaginable in today’s world. While the financial difficulties of individual
EU member states in recent years cannot be attributed exclusively to banking crises, they illustrate
the potential danger that underlies the European Union’s financial system. Around 2009/2010, for
example, Greece was plunged into a major sovereign debt crisis. In this context, immense rescue
packages from other EU member states have flowed to Greece not long afterwards. However, the
situation also worsened seriously for other member states, which put Italy, Portugal and other
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countries in financial difficulties as well. Such a chain of circumstances is also quite conceivable
with regard to the banking sector. Attempts to rescue other banks or states could also trigger a
chain reaction that would exacerbate the financial problems of one or more banks rather than solve
them in the long term. However, financial security has several levels that go beyond the mere
stability of the financial system. Other companies associated with financial service providers may
also be affected. Bank failures and insolvencies can also have a massive impact on companies that
have loans. If, for example, loans are no longer available to strengthen and stabilise production
and manufacturing, this may result in a crash in profits. The same applies to consumers and house-
holds. Many households depend on the stability of banks and the financial sector for real estate
financing or other loans and financial products. When problems arise, their own real estate, savings
and the entire financial security of private households are sometimes at risk. The combination of
potential impacts on the financial sector and private households also makes it clear that the state
as such is also dependent on a stable banking system. The dimensions in this context are diverse.
There may be a loss of trust in the financial system. Problems in the financial system can lead to
lower tax revenues and, as a result, problems for the state. Potential financial support for banks, as
in the past, can also be extremely costly for the state. In summary, due to the potential far-reaching
consequences, the national security of entire countries is affected by the issue.

In this context, it is the task of a bank’s risk management to determine the appropriate level of
capital adequacy. If institutions are not permanently able to offset losses, there is a risk of insol-
vency which might result in a chain reaction with effect to national security like it did during the
last financial crisis. To prevent this, the legal framework for financial institutions provides for a
sufficient liquidity buffer with an appropriate loss buffer in the form of equity capital. When cal-
culating risk-bearing capacity (RBC), two approaches are distinguished. On the one hand, there is
the normative perspective and, on the other, the economic perspective. The normative perspective
comprises an annual review and capital planning over a planning horizon of at least three years.
This planning is divided into a planned scenario (base scenario) and an adverse scenario. The
perspective that is more relevant to this paper is that of economic risk-bearing capacity. In this
context, present-value risks are compared with an economic risk coverage amount, which in the
best case corresponds to the company’s present value. The risks are usually risk indicators on a
one-year risk horizon with a confidence level of at least 99.9%. Put simply, this means that all risks
with a probability of occurrence greater than 0.1% must be quantitatively taken into account in the
RBC. To provide a brief overview of the industry, it can be said that smaller companies on average
also have weaker equity capitalisation in percentage terms. Companies with annual revenues of
up to €2 million have average coverage of 18.5%, while companies with annual revenues between
€25 million and €50 million already have an average ratio of 30.3%. In the range between €50
million and €250 million, the ratio is approximately 31.9% (Mohr & Rodl 2017, p. 135). Adequate
equity capital is particularly important for banks because they play a key role in the stability of the
financial system (Ercoc & Met & Seker 2023, p. 1000).

In the context of risk management at banks, OpRisk is often referred to as one of the main
types of risk alongside counterparty default risk, market risk and liquidity risk. OpRisk has differ-
ent meanings in the banking sector, and different institutions use their own definitions for internal
purposes. However, it is important to note that all definitions take into account the regulatory defi-
nition of operational risk in the narrower sense. According to the Capital Requirements Regulation
(CRR), OpRisk is defined as the risk of loss resulting from inadequate or failed internal processes,
people, systems, or from external events, including legal risks.

This paper aims to illustrate how German banks can quantify their operational risks for the
economic perspective of risk-bearing capacity to strengthen their risk management and be more
resilient in view of financial stability.

RESEARCH METHODOLOGY
The basic functioning of a model for quantifying operational risks in banks is to be illustrated
within the framework of a theoretical conception of such a model. The core methodology is the
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Loss Distribution Approach, which originally comes from actuarial science. By modelling the
frequency and severity of loss events separately and then aggregating them using Monte Carlo
simulation, reliable loss distributions can be derived. On this basis, value-at-risk values can be
determined up to a 99.9% confidence level and integrated into the calculation of risk-bearing ca-
pacity. The representation of the risk cell structure also illustrates how different business areas and
event categories can be considered separately and potential correlations can be embedded.

The relevant technical and statistical background for this approach is derived from a literature
analysis using the online database ResearchGate. In addition, the relevant regulatory requirements,
in this case the Minimum Requirements for Risk Management (MaRisk) and the requirements of
the Basel Framework, were analyzed.

RESULTS

In addition to MaRisk, there is also the Basel framework. These are capital adequacy require-
ments published by the Basel Committee on Banking Supervision, based in Basel, in December
2010 and December 2017. These requirements stipulate, for example, that banks must maintain an
internal loss database and use it to quantify operational risk (Kudinska & Sobanova 2022, p. 123).

These have a modular structure and contain specific requirements for the management and
control processes for individual risk types as well as for risk reporting (Miiller 2022, p. 98).

In addition to regular, mandatory reporting of current risks, two key instruments for managing
and quantifying risks can be distinguished in the area of operational risk: a loss database and a risk
assessment.

1. Loss database

Another key component of the operational risk management is the loss database. This is a da-
tabase of OpRisk losses that have already occurred. In addition to the amount of the loss and the
date of occurrence, any measures taken and a description of the course of events or background to
the loss are also recorded. The database is used to build up historical loss data at institutional level.
Cases are usually recorded above a certain loss amount, which often ranges between €1,000 and
€5,000, depending on the bank (Hartmann-Wendels et al. 2014, p. 416). In addition, it is also pos-
sible to record known risks in the database in a standardised manner. Since the internal database
is often not extensive enough to perform statistical calculations based on it, internal data is often
supplemented with external data pools (e.g. ORX) in practice.

The historical data also forms the basis for statistical modelling of OpRisk, which in turn is
required for inclusion in the bank’s RBC calculation (Hager & Romeike 2020, p. 156).

2. Risk assessment

As already mentioned, the risk management process begins with the identification of risks.
This also applies to the operational risk management (Baijal 2021, p. 254). Risks are usually iden-
tified primarily through a risk assessment. This refers to the general process of risk identification,
analysis and evaluation. Essentially, this is the basis and starting point for the entire process (Lyon
& Popov 2017, p. 35).

Conceptually, the survey is usually conducted in the form of structured questionnaires. Al-
though there are certain differences in detail, the questions generally cover the amount and fre-
quency of potential losses, the quality of processes and possible measures (Maslen 2010, p. 29).

Based on these two data sources, it is possible to quantify the RBC. The combination of both
data sets is particularly important because historical data can only take into account events that
have already occurred and therefore does not cover potential risks that do not appear in the histor-
ical data. In order to take the individual risks of specific institutions into account appropriately, it
therefore makes sense to supplement the historical data with forward-looking, possibly theoreti-
cally oriented risk queries in order to obtain as comprehensive and realistic a picture as possible
for the quantification.

There are various mathematical and statistical methods that can be used to perform quantifica-
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tion. Historical loss data is often used to model the probabilities of occurrence and the amounts of
damage separately. To obtain a distribution estimate for the frequency, Poisson, binomial or neg-
ative binomial distributions can be used, for example. For severity, on the other hand, lognormal,
Pareto, Weibull or generalized Pareto distributions are commonly used. The distributions are then
aggregated using a Monte Carlo simulation to obtain an overall risk distribution, i.e. the value at
risk (VaR) (see Fig. 1). Since operational risks are often correlated with each other (e.g. an IT fail-
ure may lead to legal or reputational risks), there are also many copula models for mapping these
dependencies using multivariate modelling and aggregation.

Yy Losses Monte Carlo method
\_‘__‘____‘_/ -
| Severity | | Frequency | Loss distribution |
L Overall view
(ks Overall loss
‘ | distribution
I | ¥
\_________/
T Risk assessment Monte Carlo method
\-._______.r/ Typical case and worst case losses | Loss distribution I
Risk N
assessment | Probability of occurence |
- e, Ll Ll

Database Derivation of Monte Carlo Mixture of
distributions method distributions

Fig. 1. Four steps of OpRisk quantification

In a sense, the quantification of operational risks can be divided into four steps. The creation
of an appropriate database has already been discussed as a basic prerequisite. Building on this, two
distributions with the data points contained in there are first generated from the data source of em-
pirical claims. On the one hand, there is a distribution for the amounts of damage, which is derived
from the individual damage sums, and on the other hand, there is a distribution of the frequencies
of claims, which 1s formed from the respective occurrence data.

Similarly, two distributions are also generated from the data in the expert estimate. Techni-
cally, this works by requiring the experts to estimate the amount of average damage and extreme
damage in some form. Put simply, the average damage then represents the maximum of the dam-
age distribution, while the maximum damage limits the distribution on the abscissa to the right.

After deriving the distributions, both distributions per data source are combined into a loss
distribution using a statistical method. Monte Carlo simulation is typically used for this purpose.

Random numbers are generated from the existing data in order to statistically map as many
future scenarios as possible. An example of this process is as follows:

1. The number of losses in a year is drawn from the frequency distribution.

a. Example: 7 losses.
2. For each loss, a loss amount is drawn from the severity distribution.

a. Example: 7 losses with amounts [0.5 million; 2 million; 0.3 million; ...].
3. All losses are added together to give a total annual loss.

a. Example: EUR 9.1 million.
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This process is repeated thousands or even millions of times, so that ultimately a statistically
usable empirical loss distribution function can be derived from it.

In the fourth and final step, the overall view, i.e. the combination of the annual losses from
both Monte Carlo simulations, is converted into a combined loss distribution. The 99.9% quantile
value of this distribution represents the VaR required by the supervisory authorities for the RBC.

Certain dependencies between different categories of operational risk can be modelled by di-
viding the input data into specific categories in advance. In collaboration with the banking sector,
the Basel Committee has defined the following seven event types that encompass OpRisk. These
categories are intended to cover aspects of banking operations that can result in large operational
losses. The first level of categories can be further broken down into a specific second level and a
third level with explicit examples (Maslen 2010, p. 11). In addition to these seven categories, the
business areas defined in accordance with CRR are also suitable for this purpose (see Fig. 2).

e.g. Retail banking; Private
banking; Card services

e.g. Commercial banking

workplace safety

e.g. General liability; All
discrimination types

Business lines Event types
Corporate finance Trading and sales Internal fraud External fraud
e.g. Corporate finance; e.g. Sales; Market-making; e.g. Transactions not reported e.g. Theft / robbery; Forgery;
Government finance; Proprietary positions; (intentional); Transaction type Hacking damage
Merchant banking Treasury unauthorised (intentional)
Retail banking Commercial banking Employment practices and Clients, products and

business practices
e.g. Breach of privacy; Money
laundering

Damage to physical assets
e.g. Natural disaster losses;
Human losses from external
sources

Business disruption and
system failures

e.g. Hardware; Software;
Telecommunications

Agency services
e.g. Custody; Corporate
agency; Corporate trust

Payment and settlement

e.g. External clients

Asset management
e.g. Discretionary fund
management

Execution, delivery and
process ma.nagement
e.g. Accounting error;
Outsourcing

Retail brokerage
e.g. Retail brokerage

Fig. 2. Overview of business lines and event types according to the CRR

Before quantification can begin, all input data must first be assigned to the corresponding busi-
ness areas and event categories. This also involves a corresponding dependency on external data,
as this should ideally have identical mapping to the internal loss data for consistency reasons. The
risk assessment must also be structured in advance in such a way that all data points and values can
be assigned to a business area and an event category without overlap.

If the input data is parameterized accordingly, the model can also be constructed in a matrix
structure of ‘risk cells’, each combining a business area and an event category, 1.e. a total of 56 risk
cells (see Fig. 3).
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Modelling of annual losses at the level of Aggregation by Aggregation at group
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Fig. 3. Exemplary matrix structure of an OpRisk model
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The methodology differs only slightly from the example procedure described above; in fact,
the statistical methods are completely identical. The various functions are simply formed at a gran-
ular level. In the first step, a function for annual losses is formed for each risk cell (e.g. internal
fraud & corporate finance) from all assigned data sets. As described above, this results from the
combination of the two distributions for the amount and frequency of loss events.

In the second step, after a distribution has been generated for each of the 56 risk cells, these
are aggregated at a higher level. It does not matter whether the distributions are aggregated at the
business area level or at the event category level. In the example shown here, the aggregation is per-
formed at the business area level, resulting in eight distributions for annual losses. In the final step,
these eight functions are combined to form an overall group loss distribution, from which the VaR
can then be derived.

Compared to the simplified version, this methodology has the advantage that any correla-
tions between different business areas and event categories can be mathematically represented
by assuming certain predefined correlation assumptions when aggregating the distributions from
the business area level and at the group level, and integrating them into the model. The distribu-
tions are therefore not superimposed 1:1, but it is assumed that certain risks or losses occur more
frequently together, or that when certain risks or losses occur, other circumstances cannot occur,
which influences the aggregated function accordingly.

The calculation concept is also known as the loss distribution approach and originally comes
from the field of actuarial science. Mathematically, this can be expressed as follows:

Here, ,,N* is the random number of loss events, while ,,X,.“ represents the random amount of
each individual loss.

,»IN*“ describes the number of claims per year in the value range [0, 1, 2, 3, ...] and is typically
modelled using a Poisson distribution. Assuming that the distribution is independent of the amount
of damage, this gives the expected number of loss events within a year.

X, describes the amount of the k’th loss in a year in a value range [0, ¥]. The variable is
modelled by a right-skewed distribution, which means that there are a large number of small losses
with low amounts and a few serious large losses. The assumption here is that all losses originate
from the same distribution and that individual losses are independent of each other.
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»k = 1 refers to the summation index in the formula and marks the starting value of the
count. This means that the summation begins with the first loss event.

CONCLUSION

This paper has shown how German banks can quantify their operational risks within the framework
of economic risk-bearing capacity. The starting point for this is both regulatory requirements — in particu-
lar MaRisk and Basel regulations — and economic requirements for adequate capitalization. An important
aspect, regardless of the point of view, is the strengthening of resilience and thus national security. A key
component is the use of two data sources: on the one hand, historical losses, which are systematically re-
corded in a loss database, and on the other hand, risk-oriented assessments in the form of risk assessments.
Only the combination of both approaches enables the most comprehensive possible representation of the
risk situation, as historical data alone cannot sufficiently take future developments into account.

It should be emphasized that the procedures described are examples of a widely used approach
in practice. The specific design — such as the choice of distributions, the calibration of parameters
or the assumptions about correlations — may vary depending on the institution, the data available
and the regulatory environment. Nevertheless, the methodology described here illustrates the basic
functioning and the essential steps of a statistically sound quantification of operational risks.

Overall, it is clear that a methodologically sound and practical model not only meets regula-
tory requirements but also serves as an essential tool for internal risk management. In this way,
banks can strengthen their resilience to operational risks and thus make an important contribution
not only to the stability of the financial system but to national security as well.

The findings of the paper are limited in that they merely represent an example of how opera-
tional risks in banks can be quantified. The reality is sometimes very diverse and requires further
research in the future with regard to differences in the approaches. Current topics such as ESG,
sustainability and artificial intelligence will also influence the quantification of operational risks in
banks in the future and should be examined accordingly.
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KOJIMYECTBEHO UBMEPBAHE HA OIIEPATUBHUTE PUCKOBE
B I'EPMAHCKHUTE BAHKH KATO EJIEMEHT
OT HAHUOHAJIHATA CUTYPHOCT

Peztome: Ynpasnenuemo Ha pucka e yeHmpaien cmvib Ha Cb8PEMEHHOMO DAHKUPAaHe, KOUMo CIyHcU Ha
NazapHo OpUEeHMUPAHU Yelu U pe2yiamopHy U3UCKBAHUSA, HACOUEeHU KbM ONA36aHe HA (PUHAHCO8AMA CMA-
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ounnocm u HayuonarHama cueypHocm. B mazu pamxa onepamuenusm puck (OpRisk) npedcmasnasa edun
om uemupume OCHOBHU BUOA PUCK, HAPEO ¢ KPeOUmmuusl, NA3apHus u JUKGUOHUs puck. B nacmoswama
cmamusi ce pasenevncod Kaxk eepMmanckume oanxku mocam koauvecmaero oa usmepsam OpRisk c yen onpede-
JISIHE HA UKOHOMUYECKAma PUCKOYCIOUMUBOCH KAMO eleMenn Ha HAYUOHAIHama cueyprocm. Bv3z ocnosa
Ha pezynamopnu ocHosu kamo MaRisk u bazenckama pamxa ce noouepmasam 06a KIO408U UMOYHUKA
Ha OaHHu: 6a3u OAHHU 34 UCMOPUYECKU 3a2yOuU U NPOSHO3HU OYEeHKU HA pucka. TAxXnomo KomoOumupano
U3NON36AHE NO360I6A HA OAHKUME 0 OMPA3sm KAKMO MUHAIY CoOUMUs, Maka u nOMmeHyuainu 0voeuu
pucKose. 3a KoruuecmeeHo usmepsane ce npuidea nooxo0vm Ha pasnpedenenue Ha 3azyoume, Kamo pas-
npeoenenusma ce pazoensim no 4ecmoma u mexjcecm u ce azpecupam upes cumynayusi ha Monme Kapno, 3a
0a ce noyyu YanoCmHo pasnpeoeieHue Ha sazyoume. JJonvaHUmennomo cCmpykmypupane no uznec iunuu
U Kame2opuu CbOUMUS NO380JA6A OeMAILTHO MOOETUPAHe U GKIIOYBAHE HA 3AGUCUMOCIIU YPe3 KOPENayUoH-
HU npeononodcenus. llpoyusanemo umocmpupa npumepHa, mMaxap u Wupoxo YCmaHo8eHa Memoooa02us,
KOAMO npedocmass Ha 6anKume Cmamucmuyecki 000CHOBAHA OCHO8A 34 ONpedensHe HA CMOUHOCMMA
na pucka npu 99,9% Hueo Ha 00CMOBEPHOCH U UHMESPUPAHEMO Ul 8 USUUCTEHUAMA HA Kanayumema 3a
noemane Ha puck. Bunpexu ue 6ce owe cougecmayeam paznuyus @ NPUIaA2aHemo, MoOerbn NOKA36a KaK
KOTUYeCmeeHume Memoou Mo2am 0a YKpensam OonepamueHama yCmoudugocm u 0a 0OnpuHecam 3d Cuc-
memHama cmaburHoOCm, Kakmo U 3a HAYUOHAIHAMA CUSYPHOCH.

Knwuoeu dymu: onepamusen puck; kanayumem 3a noemane Ha puck; pasnpeoeienue Ha sazyoume; yn-
pasieHue Ha pucka
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